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Configuration — ABC configuration
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application sweetspot

B small & medium size remote networks without
local IT support e.g. ships

B broken switches can be replaced without
having IT people present
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edit configuration file

B modify configuration file for current project
(e.g. with XML editor, save file from lab test)

B send configuration file to installation team

Confidential MOX/\



configuration from local PC
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application sweetspot

B small size remote networks without WAN access e.g.
photovoltaic power plants

B network can be configured by non IT staff (e.g. photovoltaic
technician)
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remote configuration with MXview

B simple tools: must
use utility within LAN

B MXview: able to
configure via WAN

MXview client

MXview server &

remote site remote site remote site
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MX view - key features
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add new TurboRings

control center B an additional TurboRing with

unconfigured switches has to
be integrated in a running

network
1. deploy switches without closing

the ring and second ring
coupling link

2. configure TurboRing starting with
the most remote switch

3. close the ring and the ring
coupling link
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application sweetspot

B medium & large networks with control center
e.g. infrastructure networks (power
distribution, pipelines, traffic control, railway
track networks)
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Agenda

B automatic backup configurator

B edititing & loading configuration file from a
local PC

B network management system
) B automatic configuration
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LLDP - link layer discovery protocol
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B link layer discovery of
adjacent neighbors

B || DP packets are sent to
adjacent neighbors (also

through blocked ports)
B information is stored in LLDP

MIBs (chassis ID, port ID,
optional)

B LDP time to live defines the
duration how long the
information is valid
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dynamic host configuration protocol - DHCP

B protocol to deliver host specific configurations
and temporary or permanent host addresses

B DHCP client can ask for:

* |IP address * list of default gateways
 subnet mask and preferences

. DNS server * static routes

* NetBIOS name server * ARP cache timeout
e default TTL * TCP keepalives
« MTU * path I\1/I;I'U1 recovery
* max. fragment size . E(I?li(e:r digsclver
* broadcast address (RFC1256) y
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automatic configuration - overview

B CDU (central diagnosis units) are equipped with DHCP server and
TFTP/SCP server

* TFTP/SCP server: configuration files of the switches and the end devices
B port towards CDU (port14) and ring ports (port 15 & 16) are fixed
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switches connected to CDU get their IP adddresses from CDU
all other switches get their IP addessses from adjacent switch

u
B all switches retrieve their configuration from TFTP/SCP server
B end devices get their IP address from adjacent switch
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application sweetspot

B medium size remote networks in serial production e.g. train
manufacturing

some effort to setup DHCP & TFTP server

broken equipment (switches, IP cameras etc.) can be
replaced without having IT people present

Confidential MOX/N\



summary

B industrial networks differ from IT networks and
among each other in terms of their
configuration requirements

B a wide range of solutions is necessary to
serve different industries
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