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* Developed by <Developed by

* Developed by
Cisco

 Proprietary

e Transit traffic
& terminated
traffic

* Detailed info
for each flow

*NO payloads

e Sampled
NetFlow — not
100%
accurate

* |nternet
Protocol Flow
Information
eXchange

* Emerging
IETF
standard

*Based on
NetFlow

* Detailed info
for each flow

*NO payloads

*RFC 3176

« Statistical
sampling

* Time-based
sampling of
interface
counters

* Higher speed
networks

* sFlow agents
*NO payloads

e Sampled —
not 100%
accurate

Juniper
* Proprietary

e Similar to
NetFlow

* Detailed info
for each flow

*NO payloads

e Sampled per
global rate —
not 100%
accurate

WildPackets
* Proprietary

* Analysis of
every packet
AND payload

» Unrivaled info
for each flow

eLayer2-7

*100%
accurate

* Monitor AND
troubleshoot

© WildPackets, Inc.



=
—=WildPackets

e e

4 OmniEngines

Dashboards
ebwork
Woice & Video
Apdesx

Lapture
Packets
Log

Exnpert
Hier atchy
Flat (=}

¥ Application =

Web
Servers
Clignts
Pages
Requests

Yoice & Yideo =
Calls
IMedia

Yisuals
Peer Map
Garaphs

Statistics
Nodes
Protocols
Surnmary

Tools
Email
Feedback
M
PeekPlaver
Fing

Start Page

Flows analyzed: 2.3
Events detected: 78
Mame
@ Wb
o5 Mail
WFTP
oM
Yoice & Video
§2,149,226,226
10.4.3.129
o 1200<-
IP Fragment
TELMET
10.4.58.8
10.4.3.220

#

LS

BOCTP

CHCP
SNMetBIOS

B Mame Svc

BID M4 P mee

Details

& 8-

Ff
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Event

Mame

Nebwork Address
Packets Sent

Bytes Sent

Average Size (Bytes)
First Packet Time
Last Packet Time
Routed Hops

TCP Min Window
TCP Max Window

e

OmniFlow [MxassedilunTp

protosmatter.pkt

17

Flows recycled: 0

Packets dropped: 0

tEsp

52112 <-=telnet

Summary
Client

10.4.3.129
10.4,3.129

543

42379

65

11/1/2005 17:54:45
11/1/2005 17:58:13
1

65156

65535

Flows | Events
3|2 0 18
2FF @ 39
)
71
1
1
1

T 0O = OO0 000 o0 o0 o0 o0 o000

Event Log

Server
82.149.226.226
82.149.226.226

1507

17553493

1,186

11/1/2005 17:54:45
11/1/2005 17:58:13
11

64303

65535

Apdex
0.92
0.75

Packets
19852
10059

Duration
0:03:30....
003:29....
0:01:07....
0:03:29....
m:03:28....
0:03:28....
0:03:28....
0:03:28....
m:02:06....

0.214225
0.214225
0.214225
0214225
0:03:29....
m:03:06....
m:03:18....
00325,
0:03:28....

LA

Bytes
13639742
2362677
4445
70113
1830872
1830872
1830872
1830872
882
5466
5466
5466
E466
1316836
15967
13393
392948
256289

1C2A7

1486
2025

co

Response Time
0166746
Warst 0.171444
Average 0.163094
Turns 4
Layer

Best

Ewvent

Best Response Time | Avg Response Time | Worsk Response Time

0.166745 0.165094 0171444

C->5 bps
4575.000
310,000
162,000
643

S-=C bps
78212.000
57356.000
65779,000

1507

Beyond NetFlow...

|Packets: | 137,730 | Duration: | 0:03:30

© WildPackets, Inc.
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Layer 1 - Detematmanme

- Abnahme Uber Mirror/Spanport: Die Pakete werden
kopiert und der Datenverkehr aufgezeichnet

Mirror-

Internet

© WildPackets, Inc.
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- Switch/Router Mirrorport

Halb-Duplex Messung (RX und TX werden aggregiert ausge  geben)

Vortelle: - Geht meist sofort und vor allem unkompliziert
- Kost erstmal nix

Nachtelle: - Layer 1 und Layer 2 Fehler werden “versch  luckt”
- Lastspitzen dber 50 % werden radikal abgeschnitten
- Laufzeiten werden nicht korrekt “wiedergespiegelt”
- Ernhont die Last am Switch/Router zum Teil erheblich

Fazit: Fur die sporadische Fehlersuche oft die einzige M Oglichkeit,
aber weniger fur den Einsatz im Rechenzentrum geeignet

© WildPackets, Inc.
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Layer 1 - Wiogjiiciie tkem
zur Dattenabmahme

- Abnahme uber festinstallierte TAPs (Test Access Ports)

© WildPackets, Inc.
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Layer 1 - WMiogjiciketem
zur Datenalbnalhme

Full Duplex Messung, da RX und TX getrennt ausgegeben werden!

Vor- und Nachteile gegentber einer Nutzung von Mirrorpor ts
drehen sich 1:1 um

Einziger vernlinftige Weg, um im Rechenzentrum eine unabh angige
Messinstanz flr 24/7 Monitoring zu installieren

Fazit: Auf Mirrorports kann man fir sporadische Messung en aus-
weichen, wenn wenig Last auf der Leitung / den Komponen ten
Ist und Laufzeitschwankungen, bzw. Paket-Reordering In Kauf
genommen werden.

Jedoch heil3t die professionelle Losung “Test Access Por t”!

© WildPackets, Inc.
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von methrenem 16 wiveh 11006 Lliirkes

Q 10 & Full Duplex I Q 10 G Full Duplex § Q 10 G Full Duplex .i

1 @ Full Duplex
N D

fawws
Q 16 Full D!.||:|IE;-:

- &

R¥ Aggregiert T Aggregiert

Sowohl Layer 7 TAP und
Analyse System kénnen
Verkehr ausfiltern
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Beispiel 10 Gigabit Messkarte
- Full Duplex Modus

- Hardware Timestamping

- Hardware Filtering

- Befreit die CPU von der Last

des Aufzeichnens, u.v.m

© WildPackets, Inc.
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% OmniPeek
File Edit

O-&€-H

Wiew Capture Send  Monitor

Layer 2 — |Laufizaiem Arsdyisee

Wir holen dkm gleichen Ftow aus zwel verschiedenen Méssppokigan

Tools  Window  Help

EEEEEILY:

Flows analyzed:

1 Flows recycled: |

Events detected:

197

Client Addr

Client_10,210,10.35  Exch_Server_172.17.1,163

4

Start
03,09,2008 07:41:45

Server Addr
403,995

Duration
00:55:08,428907

Complete_Flow_Remote. pkt - Flat

Flows analyzed: T

1 | Flows recycle 1

167 | Packets droppec

| Events detected:

Client Addr
Client_10.210.10.35

<

Exch_Server_172.17.1.163

Start
03.09.2008 07:41:44

Server Addr Pack...
781

Bytes
402,077

Duration
00:55:08,419000

Ewvent Summarny ] Ewent Log

Wode Detailz ]

Event Summary ] Ewent

Log | Mode Details ]

Entries: |

197

Layer
W ClientfServer
& Transport
& Transport
W ClientfServer
W ClientfServer
& Transport
& Transport

Event
Slovs Server Response Time
TCP Slaw Acknowledgement
TCP Slowe First Retransmission
Busy Mebwork or Server
Lowe Server-to-Client Throughput
TCP Slaww Segment Recovery
TiZP Retransmission

Entries: |

167

Lavyer
W Client/gerver
& Transport
W Transport
@ Clientfserver
W Transport

Event
Slow Server Response Time
TCP Slow First Retransmission
TCP Slow Acknowledgement
Lows Server-to-Client Throughput
TCP Slow Segment Recovery

Geht extremn sdimmadll mitit WilkiiPacdkets Sellect Relbtied Tednmolog)e!

© WildPackets, Inc.
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Layer 2 - |Laufzaitem AXradypee

zeltsynchrone Mdesppuokide!
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File Edit View Capture Send Monitor Tools Window Help WildPacIteisOmr_i'iPeek
o Bk o W9 o R B W 2 DI G S M
K] y / backbone x] - b4 remote x [

0.01 second = 0.01 second =
Packet Absolute Time | Relative Time Delka Time Packetvisualizer Packet Absolute Time | Relative Time Delka Time Packetvisualizer
1 10:33:55,250 0,000 0,000 — 1 10:34:05, 954 0,000 0,000 --P
z 10:55:58,251 0,000 0,000 = 0,010
0,010 2 10:34:05,997 0,012 0,012 =
3 10:33:58, 293 0,012 0,012 —— 3 10:34:05,997 0,013 0,000 m—r
4 10:33:58, 294 0,014 0,001 —— 4 10:34:05,997 0,013 0,000 ——
5 10:33:58,296 0,015 0,001 = T 0,010
0,010 5 10:34:06,014 0,030 0,016 [ —
6 10:33:58,311 0,030 0,015 — - 6 10:34:06,015 0,030 0,000 ——
7 10:33:58,312 0,031 0,000 = — 7 10:34:06,024 0,039 0,005 = —
a8 10:33:58, 321 0,041 0,009 [ - 8 10:34:06, 024 0,040 0,000 ——
9 10:33:58, 323 0,043 0,002 = 0,010
0,010 9 10:34:06, 040 0,056 0,015 = —
10 10:33:58, 337 0,057 0,014 S 10 10:34:06, 041 0,057 0,000 —
11 10:33:58, 339 0,058 o,001 = - 11 1023406, 050 0,066 0,00 =
12 10:33:58,339 0,058 0,000 = - 12 1023406, 050 0,086 0,000 =
13 10:33:58, 347 0,066 0,007 - 13 10:34:06, 051 0,066 0,000 —
backborne_LotusMaotes_Flow pkk remote_1104_Lotushiotes_Flow, pkk hd
Flowis are identical Flows are identical
Packet Absolute Time | Relative Tine Delta Time IFID Packet Absolute Time | Relative Time Delta Time 1P ID
10:33:58,280614 0, 000000 0, J0000g 25529 1 10:34:05,984249 0,000000 0, 000000 25829
2 10:33:58,281205 0, 000520 0, 100590 BS55 2 10:34:05,997227 0,012978 0,012978 6555
3 10:33:58,293535 0,012920 0,112330 25830 3 10:34:05,997560 0,013311 0,000333 25830
4 10:33:58,294860 0,014245 0,101324 25831 4 10:34:05,997893 0,013644 0,000333 25831
5 10:33:58,296240 0,015625 0, 101380 BE52 5 10:34:06,014534 0,030285 0,016641 BE52
& 10:33:58,311406 0, 030791 0115165 25832 & 10:34:06,015199 0,030950 0, 000665 25832
FO10:33:58,312314 0,031629 0, 100905 6725 7o 10:3406,024186 0,039937 0, 0059587 G725
§ 10:33:58,321735 0,041 170 0,109471 25833 8 10:34:06,0245851 0,040602 0, 000665 25833
Q@ 10:33:58,323854 0,043239 0, 102069 7235 9 10:34:06,040826 0,056577 0,01597% F23s
100 10:33:58,337975 0,057350 0,114121 25834 10 10:34:06,041491 0,057242 0, 000665 25834
11 10:33:58,339029 0,055841 4 0,101053 7ag1 11 10:34:06,050477 0,066228 0, 003956 Fag1
12 10:373:58,339244 0,058629 0, 100215 7921 12 10:34:06,050810 0,066561 0,000:333 7ozl
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File Edit View

PR =AY ERGREIRIE] B Y B AT elmi ey |

Capture

WildPackets

e

Layer 2 - |Laufzatem AXradypee

Send

Maonitor

-

zeltsynchrone Mdesppuokide!

Tools

Window Help

niP

BERCRRY.

4
0,01 second &
Packet

1 10:33:58,280
2 10:33:58,281

Absolute Time

3 10:33:58,293
4 10:33:58,294

5 10:33:58,296
i] 10:33:58,311
7 10:33:58,312
g 10:33:58,321
9 10:33:58,323

10 10:33:58,337
11 10:33:58,339
1z 10:33:58,339
13 10:33:58,347

(= 4

WildPackets ©mniPeek

backbone_Lotushotes_Flow pkk

Flows are identical

Packet Absolute Time
10:33:56,250614
10:33:58,281205
10:33:58,293535
10:33:558,294560
10:33:58,296240
10:33:58,311406
10:33:58,312514
10:533:56,321785
10:33:58,323554
10:33:58,337975
10:33:558,3390=29
10:535:568,33%244

B ) B A

-
N - Q

9,/— backbone x] b4 remote x I
0,01 second &
Relative Time Delta Time Packetvisualizer Packet Absolute Time | Relative Time Delta Time PacketVisualizer
0,000 0,000 — ] 1 10:34:05,954 0,000 0,000 _—
0,000 0,000 — [« . |o0i0
0,010 2 10:34:085,997 0,012 0,012 =
0,012 0,012 —— 3 10:34:05,997 0,013 0,000 J—
0,014 0,001 —— 4 10:34:05,997 0,013 0,000 ——
0,015 0,001 T — |0
0,010 5 10:34:06,014 0,050 0,016 4-_|
0,030 0,015 —— f 10:34: 06,015 0,030 0,000 ——
0,031 0,000 = — 7 10:34:06,024 0,059 0,008 [ —
0,041 0,009 I —— 8 10:34:06,024 0,040 0,000 |e——
0,043 0,002 = — 0,010
0,010 el 10:34:06,040 0,054 0,015 = —
0,057 0,014 —— 10 10:34: 06,041 0,057 0,000 ——
0,058 0,001 = 11 10:34: 06,050 0,086 0,008 = —
0,058 0,000 = 12 10:34: 06,050 0,086 0,000 = -
0,066 0,007 — 13 10:34: 06,051 0,065 0,000 e
rernoke_1104_Lotushokes_Flow.pkk “
Flows are identical
Relative Tine Delka Time IF ID Packet Absolute Time | Relative Time Delta Time: IFID
0, 000000 0,300000 5529 1 10:34:05,954249 0,000000 0,000000 25629
0, 0005520 0, 1005510 6555 2 10i3405,997227 0,012975 0,012975 6555
0,012920 0,112330 25830 3 10034:05,997560 0,013311 0,000333 25830
0,014245 0,101524 255351 4 10:3534:05,997593 0,013644 0,000333 Z55631
0,015625 0,301380 GE52 5 10:34:06,014534 0,0302585 0,016641 G652
0,030791 0,J15165 25832 6 10:34:06,015199 0,030950 0,000665 25832
0,051629 0,300905 5725 7 o10i54i06,0241586 0,039937 0,005957 6725
0,041 170 0,30947 1 25533 g 10:534:06,024551 0,040602 0,000665 25633
0,043239 0, 102069 7235 9 10:34:06,040826 0,056577 0,015975 7235
0,057350 0,J14121 25834 10 10:34:06,041491 0,057242 0,000665 25834
0,05541 4 0,301053 7551 11 10:34:06,050477 0,066225 0,0053956 TE61
0,058629 0,100z215 7921 12 10:34:06,050510 0,066561 0,000333 7921




=
—=WildPackets

Layer 3+4: TCP/IP Analyse

Expert EventFinder Settings &

T bl % B =

Evenk Severity
= Transpart
= TP
TCP Connection Refused Major
TP Conneckion Lost Minar

==

TCP Inactive Connection Reset Minar
TCP Connection Reset Informational
TCP Too Many Retransmissions Major
TCP Fast Retransmission (by ACK) Informational
TCP Fast Retransmission (by time) Minor
TCP Slow First Retransmission Minar
TiCP Retransmission Minar
TCP Idle Too Long Informational
TCP Invalid Checksurn Minar
TCP Low Starting MSS Infarriational
TCP Repeated Connect Atkempt Major
TCP Slow Acknowledgement Minor
TCP Slow Segment Recovery Minor
TCP Triple Duplicate ACK Informational
TCP Low Window Infarmational
TCP Stuck Window Informational
TiZP Zero Windowe Major
TCP Segment Out of Sequence Infarmational
TCP Segment Outside Window Infarriational
TCP Segment Acked But Missing Infarrational

RSYP Error Major

UDP Inwalid Checksum Minar

= Metwork,
= 1P

IP Invalid Header Checksum Minar
IP Local Routing Minor
1P Metwork Duplicated Packet Informational
IF Low Time-Tao-Live Minar
IP Missing Fragrnent Minor
IP Packet w/CRC Frame Error Minar
IP Zero Address in Broadcast Minar

ICMP
[+ Fizks inl

Show Info Moke: Sektings that are saved take effect the next time you hide ok l [ Cancel
packets, read a file, or immediately if you are capturing.

Memory Usage

2

Maimurm Flows:
Mazxirmurn Events:

IEEEEEOEOEEOEOOEEEEEEEEROREEEREEOREEE

) WildPackets, Inc.
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File Edit View Capture Send Monitor Tools Window Help Wildpackeﬂ-oml_'iipeek

Online_Buchung2010-07-29T15.28.24.781L.pkt = ]

i L
Dashboards Flows analyzed: 538 Flows recycled: 0
Mebwork Events detected: 363 Packets dropped: 0
taice & Wideo Flow ID | Client Addr Client Port: Server Addr Server Port Events Packets Bytes Start Curation | TCP Status o
Eapizizx 28 192.168.2.102 61253 192.1658.2.1 domain 1] 2 233 29.07.2010 15:30:0% 0,034265000
_Packets 29 192,168.2.102 1345 66,150,117.25 http w 1 14 343 29.07.2010 15:30:0% 2,845667000 Closed
Lag 300 192.168.2.102 1350 129,35.195.71 http L] it 15 4936 29.07.2010 15:30:05 4,804086000  Closed
Expert 31 192.168.2.102 il 129,35.195.71 https b 1 542 416962  29.07.2010 15:50:06 9,118593000 Closed
_lHierarch\y’ 32 192.165.2.102 1352 129.35.195.71 https L z 132 92228  29.07.2010 15:30:06 8,931431000 Closed
b Flat 33 192.165.2.102 1355 129.35.195.71 https u] 101 75902  29.07.2010 15:30:06 8,924520000  Closed
Application 34 192.168.2.102 1354 129.35.195.71 https 1] g4 60463 29.07.2010 15:30:06 8,927400000  Closed
Web 35 192.168.2.102 1355 129.35.195,71 https 1] 51 29909 29.07.2010 15:30:06 8,924441000  Closed
iﬁ;:;s 36 192.168.2.102 1356 129.35.195.71 https 9 1 46 23989 20.07.201015:30:06  23,900410000 Closed
Pages FFO192,168.2.102 1357 §2,150,226,219 https 9 1 39 24625 29.07.2010 15:30:09 2,761539000 Closed
Requests 35 192.168.2.102 1358 66,150,117.25 https u] 21 6407  29.07.2010 15:30:09 1,502321000 Closed
Yoice & Video 39 192,168.2.107 1360 199,7.52.72 http M 1 12 3233 29.07.2010 15:30:09 0,567727000  Clased ¥
Calls 4 W Event Summary I

Media

Layer Event Count

als

I_{:eer Map @ application HTTP Slows Response Time 179

&raphs lLen=poil | s
Statistics g_j} ClientfServer Low Server-to-Client Throughput z1
" MNodes I@I ClientfServer Slow Server Response Time

Protocols Tra itk TCP F: Lekransmission |

Surnimary @ application

@I Applicatio Apdex Task Endad - Frustrated User
@I Clientf3erver One-Way Traffic

@ client/server Low Client-to-Server Throughput

— _
R I R SRR . | [ o

| Application HTTP Request Mot Found
(W Application DMS Slow Response Time
@I Transpork TCP Loww Starting M55

Packets: | 26.143 Duration: | 00:1

For Help, press F1 ¢ Mone

© WildPackets, Inc.
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Investigation eines HTTP Flows:
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